
Exam Name - Certified Identity And Access Professional (CIAP)™                                      

Sample Exam

What is the primary purpose of Identity and Access Management (IAM)?                                          

A. Encrypt data in transit                                                                                                                      

Answer B

Which of the following is NOT one of the CIA principles relevant to IAM?                                           

A. Confidentiality                                                                                                             

In Mandatory Access Control (MAC), who defines the access policies?                                             

A. Resource owner                                                                                                     

Answer D

Answer C
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1.

2.

3.

B. Manage digital identities and control access to resources                                                                  

C. Monitor only network traffic                                                                                                                          

D. Provide antivirus protection                                                                                                                          

B. End user                                                                                                                                                       

C. Central authority (e.g. security admin)                                                                                                      

D. Role-based admin                                                                                                                         

B. Integrity                                                                                                                       

C. Availability                                                                                                                                                            

D. Redundancy                                                                                                                        
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What does Federated Identity enable?                                                                                                            

A. Multiple passwords for one user                                                                                                                 

Answer B

4.

Which protocol is most commonly used for SSO in federated IAM systems?                                    

A. FTP                                                                                                                          

Answer D

What is the principle of least privilege?                                                                                                         

A. Providing full access to all users                                                                                                                 

Answer B

5.

6.

B. Single credential access across systems                                                                                                  

C. Automatic encryption                                                                                                                          

D. Eliminates authentication entirely                                                                                       

B. HTTP                                                                                                                                                                      

C. SMTP                                                                                                                               

D. SAML                                                                                                        

B. Granting only the permissions necessary for tasks                                                                               

C. Randomly assigning access                                                                                                                   

D. Assigning access based on seniority                                                                                                          


